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DETAILED ACTION 



1. 



This application has been reviewed Original claims 1-16 are pending. The rejections 



cited are as stated below: 



Claim Rejections - 35 USC §102 



2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 35 1(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 



Claims 1-16 are rejected under 35 U.S.C. 102(e) as being anticipated by Drummond et al. 



unwanted electronic mail messages (email) sent by senders in a communication system, 
comprising the steps of: 

determining whether a particular sender is a registered sender of email to the 
particular receiver, wherein the particular sender becomes a registered sender by satisfying a 
requirement which will allow the particular sender to become a registered sender of email to the 
particular receiver (abstract; fig. 3 and associated text); 

weeding out at a gateway of the communication system all email directed to a 



(United States Patent Number 6,691,156 Bl). 



Claim 1. 



Drummond et al. disclose a method for preventing receipt by receivers of 
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particular receiver that originates from senders that are determined not to be registered senders to 
the particular receiver (abstract; fig. 3 and associated text); and 

passing to the particular receiver all email directed to the particular receiver and that 
originates from senders determined to be registered senders of email to the particular receiver 
(abstract; fig. 3 and associated text). 

Claim 2. Drummond et al. disclose the method of claim 1, wherein said determining step 
comprises the steps of: 

setting up by the particular sender a cookie which indicates to the particular receiver 
whether the particular sender has satisfied the requirement to allow the particular sender to 
become a registered sender to the particular receiver (figs. 2-4 and associated text); 

setting up an address related to an address associated with the particular receiver which 
will inform the particular sender that the particular receiver desires that the particular sender be 
able to send email to the particular receiver (figs. 2-4 and associated text); and 

setting up by the particular receiver a key which is forwarded to the particular 
sender by the particular receiver to inform the particular sender that the particular sender is 
authorized to send email to the particular receiver and is now a registered sender and for use by 
the particular sender whenever the particular sender wishes to send email to the particular 
receiver (figs. 2-4 and associated text). 

Claim 3. Drummond et al. disclose the method recited in claim 2, wherein said step of 
setting up the address comprises generating a pseudorandom function with a keyed hash function 
using an input number comprising a unique serial number for use in generating an identifier for 
email between the particular sender to the particular receiver (col. 5, lines 15-17). 
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Claim 4. Drummond et al. disclose the method recited in claim 2, wherein said step of 
setting up an encrypted address comprises sending email from the particular receiver to the 
particular sender using public key encryption (col. 5, lines 7-26). 
Claim 5. Drummond et al. disclose the method recited in claim 2, wherein said 
determining step further comprises sending to the particular user by the particular receiver, an 
encrypted key wherein the encrypted key is a member of a set of encrypted keys (figs. 2-4 and 
associated text). 

Claim 6. Drummond et al. disclose the method recited in claim 5, further comprising the 
step of storing the encrypted key by the particular sender in a table of encrypted keys for use by 
the particular sender whenever the particular sender desires to send email to the particular 
receiver (figs. 2-4 and associated text). 

Claim 7. Drummond et al. disclose the method recited in claim 1 , wherein said weeding 
out step comprises: 

examining a message authentication code (MAC) by the particular receiver and 
determining whether the examined MAC is a valid MAC (figs. 2-3 and associated text); and 

rejecting the email sent by the particular sender if the MAC is determined not to be a 
valid MAC (figs. 2-3 and associated text). 

Claim 8. Drummond et al. disclose the method of claim 7, wherein said step of MAC 
determining comprises comparing the MAC against a value determined in said sender 
determining step and, if the value and the determined MAC are the same, accepting by the 
particular receiver the email from the sender (figs. 2-3 and associated text). 
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Claim 9. Drummond et al. disclose the method recited in claim 7, wherein said MAC 
determining step comprises comparing the MAC to an available header in an address of the 
particular receiver, in the received email message, whereby the MAC is not a valid MAC if the 
MAC and the header are not identical (figs. 2-3 and associated text). 

Claim 10. Drummond et al. disclose a server method for preventing receipt by receivers of 
unwanted electronic messages (email) sent by senders in a communication system, comprising: 

a determining module for determining whether a particular sender is a registered sender 
of email to the particular receiver, wherein the particular sender becomes a registered sender by 
satisfying a requirement which will allow the particular sender to become a registered particular 
receiver and that originates from senders determined to be registered senders of email to the 
sender of email to the particular receiver (abstract; fig. 3 and associated text); 

a weeding out module for weeding out at a gateway of the communication system all 
email directed to a particular receiver that originates from senders that are determined not to be 
registered senders to the particular receiver (abstract; fig. 3 and associated text); and 

a passing module for passing to the particular receiver all email directed to the particular 
receiver and that originates from senders determined to be registered senders of email to the 
particular receiver (abstract; fig. 3 and associated text). 

Claim 1 1 . Drummond et al. disclose the server recited in claim 10, wherein said 
determining module further comprises a generator for generating a pseudorandom function with 
a keyed hash function using an input number comprising a unique serial number for use in 
generating an identifier for email between the particular sender to the particular receiver (figs. 2- 
4 and associated text). 
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Claim 12. Drummond et al. disclose the server recited in claim 11, wherein said 
determining module sets up an encrypted address for sending email from the particular receiver 
to the particular sender using public key encryption (figs. 2-4 and associated text). 
Claim 13. Drummond et al. disclose the server recited in claim 13, wherein said 
determining module sends to the particular user by the particular receiver, an encrypted key 
wherein the encrypted key is a member of a set of encrypted keys (figs. 2-4 and associated text). 
Claim 14. Drummond et al. disclose the server recited in claim 13, wherein said weeding 
out module examines a message authentication code (MAC) by the particular receiver and 
determines whether the examined MAC is a valid MAC, and rejects the email sent by the 
particular sender if the MAC is determined not to be a valid MAC (fig. 3 and associated text). 
Claim 15. Drummond et al. disclose the method of claim 14, wherein said weeding out 
module compares the MAC against a value, and if the value and the determined MAC are the 
same, accepts by the particular receiver the email from the sender (fig. 3 and associated text). 
Claim 16. Drummond et al. disclose the method recited in claim 15, wherein the weeding 
out module compares the MAC to an available header in an address of the particular receiver, in 
the received email message, whereby the MAC is not a valid MAC if the MAC and the header 
are not identical (fig. 3 and associated text). 

Conclusion 

3. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. USPN 6,249,805 Bl, USPN 6,421,709 Bl, USPN 6,697,842 Bl, USPN 6,687,740 
Bl, USPN 6694436 Bl and JP02000201 168A are cited of interest. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Sally Shih whose telephone number is 703-305-8550. The 
examiner can normally be reached on Flexible Schedule. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Vincent Millin can be reached on 703-308-1065. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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